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3 World Economic Forum “APPA — Authorized Public Purpose Access: Building Trust into Data Flows for
Well-being and Innovation®
https://www.weforum.org/whitepapers/appa-authorized-public-purpose-access-building-trust-into-data-
flows-for-well-being-and-innovation
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5 GDPR Article 6 Lawfulness of processing
1. Processing shall be lawful only if and to the extent that at least one of the following applies:

(e) processing is necessary for the performance of a task carried out in the public interest or in the
exercise of official authority vested in the controller;

(f) processing is necessary for the purposes of the legitimate interests pursued by the controller or by a
third party, except where such interests are overridden by the interests or fundamental rights and
freedoms of the data subject which require protection of personal data, in particular where the data
subject is a child.

Article 9 Processing of special categories of personal data

2. Paragraph 1 shall not apply if one of the following applies:

(g) processing is necessary for reasons of substantial public interest, on the basis of Union or Member
State law which shall be proportionate to the aim pursued, respect the essence of the right to data
protection
(h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment
of the working capacity of the employee, medical diagnosis, the provision of health or social care or
treatment or the management of health or social care systems and services on the basis of Union or
Member State law or pursuant to contract with a health professional and subject to the conditions and
safeguards referred to in paragraph 3;
(i) processing is necessary for reasons of public interest in the area of public health, such as protecting
against serious cross-border threats to health or ensuring high standards of quality and safety of
health care and of medicinal products or medical devices, on the basis of Union or Member State law
which provides for suitable and specific measures to safeguard the rights and freedoms of the data
subject, in particular professional secrecy; or
(§) processing is necessary for archiving purposes in the public interest, scientific or historical research
purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law
which shall be proportionate to the aim pursued, respect the essence of the right to data protection and
provide for suitable and specific measures to safeguard the fundamental rights and the interests of the
data subject.
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6 GDPR Article 20 Right to data portability
1. The data subject shall have the right to receive the personal data concerning him or her, which he or
she has provided to a controller, in a structured, commonly used and machine-readable format and have
the right to transmit those data to another controller without hindrance from the controller to which the
personal data have been provided, where:
(a) the processing is based on consent pursuant to point (a) of Article 6(1) or point (a) of Article 9(2) or
on a contract pursuant to point (b) of Article 6(1); and
(b) the processing is carried out by automated means.
2. In exercising his or her right to data portability pursuant to paragraph 1, the data subject shall have
the right to have the personal data transmitted directly from one controller to another, where technically
feasible.
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11 GDPR Article 22 Automated individual decision-making, including profiling
1. The data subject shall have the right not to be subject to a decision based solely on automated processing,

including profiling, which produces legal effects concerning him or her or similarly significantly affects
him or her.

2. Paragraph 1 shall not apply if the decision:
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(a) is necessary for entering into, or performance of, a contract between the data subject and a data
controller;

(b) is authorised by Union or Member State law to which the controller is subject and which also lays down
suitable measures to safeguard the data subject's rights and freedoms and legitimate interests; or

(c) is based on the data subject's explicit consent.

3. In the cases referred to in points (a) and (c) of paragraph 2, the data controller shall implement suitable
measures to safeguard the data subject's rights and freedoms and legitimate interests, at least the right
to obtain human intervention on the part of the controller, to express his or her point of view and to contest
the decision.

4. Decisions referred to in paragraph 2 shall not be based on special categories of personal data referred to
in Article 9(1), unless point (a) or (g) of Article 9(2) applies and suitable measures to safeguard the data
subject's rights and freedoms and legitimate interests are in place.
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